Trusted ldentity

Trusted Identity is a signed JWS token (in JWT format) that the Partner/Tenant backend passes
to the Verestro backend to authenticate the request and initiate an end-user session. The token is
verified cryptographically (signature + certificate chain in x5c ) and organizationally (verification of
CN according to the onboarding configuration).

1) Purpose and Use

What it is

e Trusted Identity is a token that must be generated on the Partner/Tenant backend
side, in an isolated and secure environment. It is passed to Verestro as proof that the

Partner/Tenant confirms the identity of the end user identified by userid (see the Payload

(claims) section).

Why it is used

e To start an end-user session in a component (e.g., SDK) communicating with the Verestro
backend.

e To simplify integration: the token is self-contained because it includes x5c (certificate
chain), so Verestro can verify the signature and trust without querying an external JWKS
endpoint at runtime.

e To protect against replay attacks: short TTL based on iat.

Token Issuance and Verification — sample
usage
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} actor User participant "Partner/Tenant (Backend)" as A participant "Verestro (API)" as B User ->
A: Session start request A -> A: Build payload (userld, iat, jti) A -> A: Add x5c (leaf +



intermediates) A -> A: Sign JWS (RS256, private key) A -> B: Send Trusted Identity (JWS) B -> B:
Read Root CA + expected CN B -> B: Validate x5c chain to Root CA B -> B: Validate CN/DN ===
expected B -> B: Verify JWS signature B -> B: Check iat TTL (10 min) B -> B: Start user session for
userld B --> User: Session active @enduml

2) Integration / Onboarding

Variant A (recommended): Partner/Tenant
provides CSR

The Partner/Tenant:

e generates an RSA key pair (RSA 2048),
e generates a CSR with CN=V-TenantName-ApplicationName (instructions for correctly

generating a CSR are available in the documentation),
e submits the CSR to Verestro.

Verestro:
e signs the CSR with its internal CA and delivers the signed certificate to the Partner/Tenant.
The Partner/Tenant:

e uses the private key from the generated key pair to sign Trusted Identity tokens,
e includes the leaf + intermediate certificates in x5c (if applicable).

Variant B: Partner/Tenant provides Root CA

The Partner/Tenant provides:

e The Root CA to be added as trusted in Verestro's systems.
e The expected cN/DN of the certificate used for signing.
e The above must be provided by the Partner/Tenant during the onboarding process.

Verestro:

e configures the Root CA in its systems,

e stores the expected CN/DN for the Partner/Tenant,

e accepts tokens whose x5c builds a chain to this Root CA and satisfies the CN/DN
requirement.


https://developer.verestro.com/books/connecting-to-our-services-and-sandbox/page/connecting-to-server-to-server-apis-fe-sandbox

Onboarding variants
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} participant "Partner/Tenant" as C participant "Verestro" as P alt Variant A (recommended): CSR
signed by our CA C -> C: Generate RSA keypair C -> P: Send CSR (CN=uniquePartner/TenantName)
P -> P: Sign CSR with our CA P -> C: Return certificate (+ intermediates if any) P -> P: Configure
our Root CA + expected CN/DN else Variant B: Partner/Tenant provides Root CA C -> P: Provide
Root CA + expected CN/DN P -> P: Configure Root CA + expected CN/DN end @enduml

3) Structure

The token has the following format:
{base64url(header)}.{base64url(payload)}.{baseb4url(signature)}

3.1 Header

Required fields:

e alg: signature algorithm (recommended: RS256 , RSA 2048).
e x5c: X.509 certificate chain in Base64(DER) format, where:
o the first element is the leaf certificate (containing the public key used to verify the
signature),
o subsequent elements are intermediate certificates,
o the root CA is typically not included (Verestro holds it in its trust store).

Example:
{
"alg": "RS256",
“typ": "JWT",
"x5c¢": [
"MIIC... (leaf)",
"MIID... (intermediate)"



3.2 Payload (claims)

Required fields:

e userld : user identifier:
o accepted values: internal ID (identifier from Verestro) or external ID (end-user
identifier in the Partner/Tenant system),
o preferred: external ID — must be unique within the Partner/Tenant system,
e iat: token issuance time (UNIX epoch in seconds).
e jti: unique token identifier (UUID).

Example:

{
"userId": "external-987654",

"iat": 1739191200,
"jti": "a3flc3d6-0d3b-4f2e-9c24-8d6b9b2a9f0d"

3.3 Signature

e The token must be signed with the Partner/Tenant's private key corresponding to the
certificate provided in x5c .
e Minimum requirements:
o RSA 2048
o RS256

4) Security Requirements (TTL)
TTL (token validity)

e TTL: default: 10 minutes from iat (this value can be changed). Once the token expires,
a new one must be generated.

5) Trust Based on x5c and CN/DN
Validation



What Verestro verifies

1. Construction and validation of the certificate chain from x5c¢ up to the configured Root
CA.

2. Validation of the certificate's CN against the value established during the onboarding
process.

3. JWS signature verification using the public key from the leaf certificate.

4. Validation of iat (TTL) and jti (replay protection), and presence of userId.

CN rule (integration requirement)

e The CN (or agreed DN ) of the certificate is the permanent identifier of the Partner/Tenant.
e The CN/DN must not change during certificate renewal without prior notification;
key/certificate rotations within the same DN are permitted.

/. Examples and Test Methods — those
should be used for development and
testing purposes only.

7.1 Trusted Identity example:

Token generated with the following payload will look like this:

{
"iat": "1770981506093",
"jti": "1b290b62-8ele-4168-bb24-5c29d22ee699",
"userId": "some-external-user-id-1234"

}

"eyJhbGci0iJSUzIINiIsInglYyI6WyINSU1GeFRDQOE2MmdBAO1CQWdIVWNMWmtmNOEYZFdvNHAKTINTVEdpbnMvd1lVQT
XdEUV1KS29aSWh2Y®5BUUVMQTFBd2NgRUXNQWtHQTFVRUJoTUNVRXd4RKRBUOINT1ZCQWdNQzAxaGVtOTNhV1ZqYTIsbE1
ROHdEUV1EV1FRSERBWLhZWEp6WVhjeEZEQVNCZO5WQkFVvTUMXWmxjbVZ6ZEhKdk1GTkINUXd3Q2dZRFZRUUXEQU5FU1ZZe
EdEQVdCZO5WQKFNTUQxWmx j bVZ6ZEhKdLgwTKIYMFJsZGpBZUZ3MHINVEF5TURNdO56TTVOVEZhRncweU5qQXTNRGN3Tnp
NNU5SURmMFNSE14Q3pBSkInT1ZCQV1IUQWXCTUL1SUXdFZ11EVLIFRSURBAE5ZWHB2ZDJsbFkydHBaVEVQTUEWROEXVUVCd3dHV
j3GeWMyRjNNU1F3RWdZRFZRUUtEQXRXWLhKbGMzUn1ieUJUUVRFTU1BbOdBMVVFQ3d3RFIFV1dNUmd3RmdZRFZRUUREQT1
XWLhKbGMzUnTiMTTEUVY5RVpYWXdnZO1pTUEWRONT cUdTSWIZRFFFQkFRVUFBNETDRHABd2dnSUtBbO1DQVFEbkZIZZzB4Q



OprckYwNFVScOpOem5aVndxOwWx rvud2Z3J3K2RVVzh5aS9MVOVoMCOQU2hLVmUXNEFqWktXSXJaU3FRNDR6dOMwbkO4cON
YRjgvWnIxVFYvc0Q3dTQ5WnMzeko2TkV0OQk83VTIOb1ZpeUxiaDNQQkZReEcyYWd6QOZTUXpEMTdpROZxckxYa29vQWVOM
V1lczRUcOFSdz1zK21aMlhydzlEaGdVa3pFZUZwcXo1lc3J2N3huMFpLdjh4czMrZjd1SUTGdWdSWFhYVW1tUmdCWXQ3dzk
0Smgxb1RpQis®@SUIRSXBFR2VMd29HTMIKLOIVWThsVXIVLzd1TnhKTHc2UU54dG52ZkFNaVIReGV4ektPc21IRMWVXxd1MriW
W1QTVc3MG8vOVIHMmMRRaWZyYWRpOU9IR]j 1qZmUxbzhxSVRQUG1INRGIaVWI1dWY rSGFybXdrSEs1SjBUCWpkZWZaNj lwYTV
wWUppQzNsOUNOY1h1YzI3VVhuZmQxK2dwckdZMjdhMjgyemMwQnZad1lFjLO85b1ZIc1VBeVh40GR3Mj IwK3RkUDZZzSkFKM
UV6YUpaVWltcDBkaOhENKkhLbmp3WjJ1L2RtMi83RzFYSnpiY0IzSStDMWImbXdEYXhoWlVUbGpweGRBbklpbFUSWUpmOU1
4UVUwRGJI6bGVYXMS9ScO1DWUIrSUpoZj VwZXdPMXFmSV1LKOV2a05iRzI5VzRqdGtNOFNISTdVRUFNN3hrivk1gVkNaamNMZ
nBzUK5LMWN] TnpFTEF3V21HWG8yaVhEVmdBUStVUVU2cHBQAFQybOZVWWU3aWpFSitORNEzQWd3UzIvMldnL1RvOVlhbit
WM2 TuN2IXUURMT1JIVc1BxeDgrTF1LcHhCRGVhMjB1R3FBZ1VTYzNEVFFIREFRQUIVMU13VVRBZEInT1ZIUTRFRmdRVWLte
VhrSDE4bGhzRXclai9UaldCZ0d2NDNhSXdId11EV1IwakJCZ3dGbOFVaWl5WGtIMThsaHNFdzVgL1RqVOInR3YOM2FIdOR
3WURWUjBUQVFILOJIBVXdBdOVCL3pBTkIna3Foa2lHOXcwQkFRcOZBQUIDQWAFQVh1MOZGMM1zRC9qd1lyYWO3SnBpQlUvb
FBOdExO0bmdpL3pCTGM4YOdKbGlhcTM2S1h1ZWdpRWp3cjJtT1ExeXNaUXRQSnUrZjg4TXBPWU9QADFBZm1QN1RRZOZZTjR
yOFJVU2RX0EMwVTTUOFZVNUIXxaXh4WF16Z0xBSi8wTkZpZmx3YVILN2FKOUdzalMrNkFoRUppRTdyNk11cTZScWVyS3VvY
kZvaEtQdHZLZkM5ZjBvcEwxVDB1V296L3BVNTBOTDM5QXpETkk5Tkh5MWdPQNNGNE1YSHRUeHN1eTICNjVyTkpjSjdKbmN
kcOxhdwWVhL3doalhoUWRKUTVrN25MbUJ4eF12MORWZmNkZ2dYUXFOS3ZKQnh4SE9GaklyUzdDYXVud2h6WD1IQWO5Ny82M
U8zNXVkd1dKVHZOeFInNEFWTGNOWXhjRHZTNIN3WVhud0dQak5BSOQvNXdpcStTM1Zib1Z4UkJqSm12cEVhRUSWQ3djQnl
vZ3Zidn1XcEd6WkhOUGADRmVUVFRIYU51ZWIxLO5XYmJI4QWM2bWhxM3d5bCO9mYnBwakRhTnolU2h1bVFCdVVhbVZ1W1BZN
VIDS2FUc2twSELTTOUYT1RrMkEzVkpuajAlcmOwQUY1QWLRbjJIjWThIM3dYOD1lseFZRc3YrRjQyR2VMalVRMnVgMDR5dEL
iSjNnYUTBVFE30DMVRjVURKFVYQ0OVWNGCXRFRXZEYVVKMEKrbFRtZkQzTECOY3E2STRheUd2Z04zS2NURW1PUU43Z1ZPN
WLvR]jJFSk50K1dRTHNuQ1RaTkgxc2d0Sk53ajRRS1duSzVaYThPcTNzZk9jRDVraVEOZmoxbWIHNmhRWkxQM3J60VZZR21
CWTF2aW1GVG5RcWhJYj10dz1rQ1NDaWEWPSJIdfQ.eyJpYXQi0iIxNzcwOTgxNTA2MDkzIiwianRpIjoiMWIyOTBiNjIt0G
UxZSOOMTY4LWIiMjQtNWMyOWQyMmVINjk5IiwidXNlcklkIjoic29tZS11leHRlcm5hbC11c2VyLWLKLTEYMzQifQ.m75hz
T1Wn4RWAwxVLANm5wukVMtT-5J6h8P1ldaHfQ19WGqlx2x4wa5Ut2xKORaoMZ00kGMP1VKbOa -
_MgFWeSR6nwyiUXoa7zDh7MNnUD7C1lyCk-eVQDdSoFIQIg7UBjVj0ulZYkUOmSczOMjCpeZ-hhFVQInnHK-8YNdR1ASL -
S5-d57pubz0C2GarIJu7z1d-

qytfQFGdgvMAMuu9cPwc40IfB4VajYqsz NWWgSrsBNGnZIhuVKsWs1KXki3B2Z1v55tbET61bvZzuc71EK27HzYaELC z
a4zKOO0POGLgELOgYZzbj60E2sEE23j1UbiGj1Craq4KRrGpBAMDsgX0 k0icfQDjeYJ2wIouU2svDxLtI BBiz7yT-
OpRTUuBA-uDworfyWyt5IaZzi9ZG0c 4--gwTWvrv1iBp9BPLZ8t6huSeJ4pjQTWMAZ T2s2m69HWIIKkIpOXxDgkWBWLBYEh -
3ptzY X3tZGtt7wjRH8AJrSeOXKPCDNn9nZKu sfaNFaDJGb28FajHR7u5xXUgif4DK9yFisaZzf SaXCkc01KY000ZD5Vy0
gX-ZNJISVGXOyKm7wxHXBG1IPmHrvL - ieztMOPLBSR38I5CUJCHNLB1L2Cbw8YBuoO -
ubU0JIxpgZ0ilg25Rxv1wVgYuw8x5ckxNpTjgsmO8m-m-WcDXEAK s

7.2 Test methods

e Generating Trusted Identity:

curl --location 'https://datacore.verestro.dev/test/generate-jws-x5c-token' \
--header 'Content-Type: application/json' \

--header 'Accept: application/json' \



--header 'Issuer-Code: YOUR TENANT ID' \
--header 'Application-Id: YOUR TENANT APP ID' \
--header 'Authorization: Basic dGVzdDE6dGVzdDEyMw=="' \
--header 'Collection: internal' \
--data '{
"iat": "1770981506093",
"jti": "1b290b62-8ele-4168-bb24-5c29d22ee699",
"userId": "some-external-user-id-1234"

} 1

e Validating Trusted Identity:

curl --location 'https://datacore.verestro.dev/test/read-jws-x5c-token' \
--header 'Content-Type: application/json' \
--header 'Accept: application/json' \
--header 'Issuer-Code: YOUR TENANT ID' \
--header 'Application-Id: YOUR TENANT APP ID' \
--header 'Authorization: Basic dGVzdDE6dGVzdDEyMw=="' \
--header 'Collection: internal' \
--data '{
"token": "eyJhbGci0iJSUzIINiIsInglYyI6WyJNSUlGeF.................. 0qYz-H_OLEKOM"
3

Output:

"verified": true,
"token": {
"iat": "1770981506093",
"jti": "1b290b62-8ele-4168-bb24-5c29d22ee699",

"userId": "some-external-user-id-1234"
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