Use cases

This chapter contains the description of the processes taking place in the IBAN Management
Service from the point of view of the Customer and the end user. Information on how to integrate
with the solution has also been added.

Bank account number prefix

After signing the agreement with the Payment Institution, an IBAN prefix is assighed to your
Verestro account in the context of a given bank per currency. Each user creating a balance in the
context of your IBAN Management Service implementation will have an IBAN number generated
based on this prefix. Regardless of which bank the prefix was generated for you - your transactions
will be settled between bank and the Payment Institution, thus exempting you from the
responsibility of account operations.

Technical balance

When you create an account in Antaca, a technical balance is also created for you. It is a very
important element of the solution because it contains funds that, for some reason, did not reach
their destination and should be returned to the person ordering the transfer. The technical balance
will be created during the process of creating an Antaca instance for you.

Display bank account number

The user who logs in the Customer application sees his balance and the IBAN that is assigned to
this balance. This allows him to share such IBAN to a potential payer so that the payer can make a
transfer to the user's account. Having a visible IBAN, the user can also top up his balance by
making a bank transfer from his external account. If, in turn, the end user orders an outgoing
transfer, the IBAN assigned to the balance from which the end user's funds are taken will be visible
as the sender's account number in the recipient's transfer history.

The IBAN can be displayed by using the getlban and getlbanMobile methods depending on the
implementation model used by the Customer. The implementation model also defines the method
of Customer authorization in the IMS service. In the case of the Mobile SDK implementation model,

the Customer authenticates using a session token received from Mobile DC. In the case of the REST

APl implementation model, the Customer authenticates through signed x509 certificate.
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(On the prototype, the view of the balance and account number in the white label application)

‘ Important! Mobile SDK implementation model is work in progress...

Transfer

Funds can be transferred in many ways. One of the most popular is a transfer using the recipient's
account number. In the context of the IBAN Management Service solution, the transfer can be
made in two directions.

The first is to receive funds on the account number provided to the entity ordering the transfer -

this is an incoming transfer. The receiving domain is responsible for this type of transfer.

The second direction is to send funds to the indicated account number belonging to the recipient -

this is an outgoing transfer. The sending domain is responsible for this type of transfer.
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(On the prototype, the view of transfer in the white label application)

Receiving

This functionality allows end user to receive transfers. End user which is using your application is
able to share his IBAN to potential payer. This type of transfer is a transaction that top ups
enduser's balance. As receiving an incoming transfer requires only to provide IBAN to his potential
payer the public part of this domain contains only getting balance owner bank account number.

Sending

This functionality allows both Customer as a corporation and end user to order outgoing transfers.
End user which is using your application is able to sends money on a given IBAN. The outgoing
transfer is a transaction that charges balance which spiecified IBAN is connected with. The sender
must provide the recipient's IBAN number for the transfer to be initiated. Depending on the
recipient's IBAN, the transfer will be made using the appropriate transfer type - internal, domestic,

SEPA or SWIFT. The types of transfers and their conditions are described here. SEPA and SWIFT
transfers may be charged with additional costs. When ordering a transfer, PIN or biometric
authorization may be required.

Order transfer in Corporate Panel
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As a corporation that is our Customer, you can also order transfers from the Corporate Panel. This

is a "sub-instance" of the Administration Panel. There is a New trasfer tab in the bookmarks list. After

entering it, a transfer form to complete is displayed. When you order a transfer from this level, you
should enter your account number in the appropriate inputs - the account from which the transfer
will be ordered (this account will be debited) and the account to which the transfer should go (this
account will be credited). Additional information to be provided is the amount and currency of the
transfer, the title of the transfer and the recipient's details. Depending on whether the transfer is
domestic or foreign, select the appropriate tab on the transfer form view: Domestic for domestic
transfers and International for foreign transfers. When selecting a foreign transfer, an additional
input BIC/SWITF code will be displayed. Below are the views of the New trasfer tab.

Tip: Here you can find more detailed information about the login process and other use

cases available in the Corporate Panel.
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(On the prototype, the transfer order view in the Corporate Panel.)

Authorization

For security reasons, a transfer order requires authentication of the ordering entity. Depending on
the type of integration you are performing, authentication can be done in different ways.

In the case of server to server integration, we only authenticate the instance of a given Customer
as the corporation ordering the transfer in the context of a given user. End user authentication in
this case is your responsibility.

There is also a case in which you, as a corporation, want to order a transfer directly from your

master balance. In this case, we authenticate you using a pre-signed x509 certificate.



https://developer.verestro.com/uploads/images/gallery/2024-12/B8Simage.png
https://developer.verestro.com/books/connecting-to-our-services/page/connecting-to-server-to-server-apis-fe-sandbox

For mobile integration, our mobile SDK will provide authentication via biometrics or end-user PIN.
This type of end-user authentication takes place when logging in and making a transfer.

Important! Mobile SDK implementation model is work in progress...

Transaction result

After making each transfer, it is important to have information about it's status. For this reason, we
provide the ability to get information about the result of each transaction made. Our application

provides two types of notifications: notification to the Customer and notification for the end user.

Notification to the Customer

One of the additional functionalities offered in the IMS solution is sending transaction notifications
to the Customer. The notification is sent in the form of an event that should be handled by the
Customer. The Customer should create POST type endpoint to allow us to send such an event.

POST https://example-customer-site.com/transaction-event

{

"id": 20,

"timestamp": 1665557034
}

Transaction event contains the transaction identifier as has been shown in example above. Using
this identifier, the Customer can get the details of a given transaction using the appropriate
method. It is also possible to get a list of all transactions. Implementation details are available in

the technical documentation of the Transaction History Core service.

Expand to see UML diagram presenting notification process

@startuml

skinparam ParticipantPadding 30
skinparam BoxPadding 30

skinparam noteFontColor #FFFFFF
skinparam noteBackgroundColor #1C1E3F
skinparam noteBorderColor #1C1E3F
skinparam noteBorderThickness 1
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skinparam sequence {

ArrowColor #1C1E3F

ArrowFontColor #1C1E3F

ActorBorderColor #1C1E3F
ActorBackgroundColor #FFFFFF
ActorFontStyle bold

ParticipantBorderColor #1C1E3F
ParticipantBackgroundColor #1C1E3F
ParticipantFontColor #FFFFFF
ParticipantFontStyle bold
LifeLineBackgroundColor #1C1E3F
LifeLineBorderColor #1C1E3F

}

participant "IBAN Management" as ims
participant "Transaction History Core" as THC
participant "Customer's Server" as issuer
ims->THC: Report performed transfer
THC->issuer: Send notification event on the Customer endpoint
issuer->THC: Get transaction details by received transaction id
issuer<-THC: Return transaction details
@enduml

‘ Note: This is an optional feature, but we recommend using it.

Notification to the user

‘ Important! Implementation work in progress...

Admin Panel

One of the additional functionalities that Verestro provides is the creation of an administration
panel that allows the Customer to track the history of users' transactions - individual banking
operations such as debiting or topping up the account with the transfer IBAN are visible. The Admin
Panel also provides information such what IBAN is assigned to the secified user and and which
balance this IBAN refers to. The Admin Panel is configured mainly on the Verestro side. Each

instance of the Admin Panel is issued per Customer. Please visit Admin Panel documentation to see

more detailed description of the service.
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Expand to see UML diagram presenting filtering process and ordering transfer
process

@startuml
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}

participant "Customer's employee" as issuer
participant "Admin Panel" as ap

participant "IBAN Management" as ims
participant "Transaction History Core" as thc
note right of issuer: Customer logs in Admin Panel
issuer->ap: Log in

issuer<-ap: Success

note right of issuer: Customer filter IBANs list
issuer->ap: Get IBANs

ap->ims: Get IBANs by specified query
ap<-ims: Return list of found IBANs
issuer<-ap: Show list of found IBANs

note right of issuer: Customer filter transaction history list
issuer->ap: Get transaction history

ap->thc: Get transaction history by specified query
ap<-thc: Return list of found transactions
issuer<-ap: Show list of found transactions
issuer->ap: Order transfer from Customer master balanse to specified IBAN
ap->ims: Order transfer

ap<-ims: OK - transfer ordered

issuer<-ap: Transfer ordered



note left of ims: This transfer will also be displayed in transaction history
@enduml

Note: Process available for Admin Panel operetor with every type of Admin Panel

operator roles.

Views

This chapter contains views and actions to be performed available to the Admin Panel operator
regarding the IBAN Management solution. Depending on the role of the operator's account, various
actions are available in the Admin Panel. The roles available in the Admin Panel are EMPLOYEE,
MANAGER and ADMIN. More information about roles and their permissions are included further in
Views chapter subsections.

Note: Depending on the Customer's requirements, the permissions in the Admin Panel can
be configurable. For example, it is possible that only ADMIN and MANAGER can add a new
balance from the Admin Panel. EMPLOYEE, on the other hand, would only be able to perform
read actions. Detailed information about roles and permissions configurations are available in

the Admin Panel Service documentation.

Enduser details

Each role is entitled to read actions. This means that EMPLOYEE, MANAGER and ADMIN can filter
their endusers and check their account details such as assigned balances and IBANs. The option of
viewing end users is available in the CUSTOMERS / End Users tab and has been presented on the

picture below:
v CUSTOMERS

- Endusers

= cards
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@ rayment history
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Using to the available filters in Endusers tab, the Admin Panel operator regardless of his Admin
Panel role can find a proper user by various filtering criteria - including the IBAN number. The
entered filtering criteria can be cleared using the Clear all button in the upper right corner. Available
filtering options have been presented on the picture below:

Filters Clear all

Enduser ID External ID E-mail Phone number Status - First name

IBAN
Last name PL961234567899876543

List of endusers
Enduser ID External ID E-mail Phone number First name Last name Status Action

18316 32thlg@upiad pl 48245079833 brgfe 42¢a29 Verified

Such the Admin Panel operator is also able to view the details of a given end user by selecting end
user's record from the list of all end users. In the end user details section, there are several tabs
dedicated to various functionalities - including Balances tab with balances details and the same
IBANSs assigned to these balances. By selecting the Reveal option, the Admin Panel operator can
view the end user's IBAN number. From the same view, it is also possible to add a new balance to
the end user, which will also generate a new IBAN number. Generating a new balance is possible
with the +Add new balance button in the lower left corner. The action of generating a new balance is
also available for each role of the Admin Panel operator. The described posibilities available in
Balances tab have been presented on the picture below:

© Payment history [0 Eenduser devices & Tokens B Enduser cards B salances

Balance ID Currency Balance 1BAN
8f63162e-48f1-4512-9589-e97d6d4aad01 PLN 112,895.80 PL96123456789987654321079005

78cecdd8-acc0-438b-8213-c4940ae786ba PLN 0.00 Reveal

+ Add new balance

Payment history

Each of the Admin Panel operators also has the ability to view the transaction history of all
endusers. The option of viewing end users is available in the CUSTOMERS / Payment History tab and
has been presented one the picture below:
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Using to the available filters in Payment history tab, the Admin Panel operator regardless of his
Admin Panel role can find a proper end user's transaction by various filtering criteria. The entered
filtering criteria can be cleared using the Clear all button in the upper right corner. After specifying
the filtering criteria, the operator can also generate a transaction report using the Generate
transaction report button in the upper right corner.

Generate transactions report

Filters Clear all
Card ID Customer ID Amount Currency From date ] To date [
Settlement date from = Settlement date to = Transaction type - Status -

List of transactions

Transaction ID Card ID Created at MGG Type Settlement date Amount Status

28535 33632 2023-02-2310:51 - Funding - -12.77 USD Declined

Such the Admin Panel operator is also able to view the payment history of a given end user by
selecting end user's record from the list of all end users. In the end user details section, there are
several tabs dedicated to various functionalities - including Payment history tab with transaction
details performed by selected enduser. The Payment history tab have been presented on the picture
below:

@ Payment history [0 Enduser devices ¢ Tokens B Enduser cards [E Balances
Transaction ID Card ID Created at Amount Currency Status
28401 - 2023-02-14 15:18 5,000.00 PLN PLN Cleared
28399 - 20230214 1518 5000.00 PLN PLN Cleared
28398 - 20230214 15:18 2020 PLN PLN Cleared
28368 - 2023-02-14 09:23 5000.00 PLN PLN Cleared

28365 : 2023-02-14 09:23 5,000.00 PLN PLN Cleared
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