Exposing APIs for us

Securing your APIs

In some cases we may need to connect to your backend (You expose API for us). In such event our
preferred method of securing access is Mutual TLS authentication, where you accept certificates
signed by our Certificate Authority(CA). In order to make it work you'll need to:

e Import our CA certificates to your trust store - they are listed below.
e Communicate to us how you expect us to fill fields in certificate.

Main infrastructure

Beta Root CA certificate

----- BEG N CERTI FI CATE- - - - -

M | FvzCCA6egAW BAgl UX/ 1asAZz8Bj 1hf eDj i xPX3/ 8s78wDQYJKoZIl hvcNAQEL
BQAWbz EL MAk GA1UEBhMCUEWX FDASBgNVBAgM20 1hend3aW/j a2l | MBwDQYDVQQRH
DAZXYXJ z YXcx ETAPBgNVBAOMCFZI ¢ mivz dHI v VRQWEG YDVQQL DAt QUK VQQUI EXORF
Vj EQVA4 GAL UEAWWHURJ FUEFJ RDAe FwOy MTA2M kwOT Mk NTdaFwOOMIA2M QwOT Mk
NTdaM38x Cz AJBgNVBAYTAI BMVRQAVEG YDVQQ DAt NYXpvd2l | Y2t pZTEPMAOGALUE
BwwGV2Fy ¢ 2F3VREWDWYDVQQKDARWZXJ | ¢ 3Ry bz EUVBI GALUECOWWL UFJ FUEFJ RFOE
RVYx EDACBgNVBAMVB1BSRVBBSUQAgg! i MAOGCSqGSI h3DQEBAQUAA4T CDwAWgg! K
Aol CAQCt 3EObOvNnaDs UFv GKFXCgEi | b5Rgz2HAW ZTJEdcr FPDphw5YeX/ qnf
noPt CmQSJ Ay x XBOKCO7qpFbL1kBNM KOMIbuj nPVr Mu2y GLcJzwpr j gN+RBt a+NMA
cMAei 9YQ7HAvvcZsPf dnmbJ SWAO+AVRHBX/ RBe Hh8wUs BV\Bt 0HJ EoBSBCNk| DGeHR
ngM.sdi x/ s44C+B8uHsr C3HxPPOt cl vO0l MsxC8aaSj 2r 8++spq87M OP7HdgNgh
hhgf MUCHGUZy TdnGIWnJ CdaOz PHTzr qQBFG j 21+M | SpVIg6Qa/ Kg5VI Zm+NI AZ
Bi r s7f QR/ vnDYj WYAsp5dRaCi 2Dt +e/ O3QY80Ff NDR8oQt Ckl WAZTus 9RMy Bxvf k
u/ t IFnH PzvPWEGSSTj Ur t K9f 5LLOUoaGNOhx/ xvCd50THNuk Kb XXf AqDLUOyelt

6vxpeFobhghlcL4MrxG ZEOcmQ FU4l Dr TU+Cd50ENgk CYwl MognvzZ/ 9XpY4B6Fd
Go6s06+br | CO6t HwPl 9Z+t oUi f yDonu/ b9nt Pt 5ATXFE2/ OnubTrmaXpLi VONI Pv
mX7 GXKf 5RX5Ps SN5nCj r M y Ut zknRWHIPr Kvbsql x21 n1DPI XA608XI dwi BP5/ 2Q
5cPaYSCcYqW FOhl St TH3bve5Yf 7h942Fv5D39J4/ zu?2j 47\WJQ DAQABo1MMITAd
BgNVHQAEFgQU) S64XW1JgXYIPZWPj | kSx4z/ EnkwHWYDVROj BBgwFoAU] S64XWi1J
gXY9PZWPj | kSx4z/ EnkwDWYDVROTAQH BAUWAWEB/ z ANBgk ghki GOWOBAQs FAACC
AgEARU75eBHNWZ05) E1hF+vxsWOATKJf NSI t yN+S7uLX/ KaJg25ZhR2KKexM1D2b
gvc3cweYyOnbk7pcae84Vr EuZ4coDank Yt Sbt APePLS0YznCpZi zbNm r Al nj pM
Oz5i Cu+pnx| MA6XYKKhQ+CHI f ngN7+nnJNomY9yt H QEGkEox Y/ LBERqQEEGMAYCS
+pBht 8YHXk9M yVQ3I 8l yi 4Dsei ahav5HUAT TEf hg289nl osgVI pgf / oKkpWKr kS
E+wk AYCRg1r kBi XaeZTpdhnMha YN+ XPkVDP8PI pL1nPD4qgf PHuHy QC6/ 4Y1 y2K
W CvvP1/ zgnxgskdLgpg+ROSL5cl Ohf 2cMVnOEuaeB++GadoVNppkWICANNTPUgN
8Kwao5kwx UOP9Fr Olnt 3G00aRC5PI 06k FwaWh9l rj Tp4/ MuGZgalL Ssq6f 1S4r gKX
bZ8WCqy GPpNVYs8DoTaxJ Xel 1t BwgqRT2FbOs 5BGIU2hAQov+/ +t 61zV245XRI 3z
LEQUPNNn7f 1U20eQQcgDAr vl +Cb01i 3AnT YKEYdt ndEsEj yf G50ZuYFy4qJgx3ki Y
x/ sRhf eM VRW63eLzcq+Vpsol s2zAGhwyvAX2x+s6ughCLB8Sn022xT03aNhv+g
BpZCD18dDJkZDaQk46eQFvswSSQHHXV5g44ZuRe09By 5e V4=

----- END CERTI FI CATE- - - - -

Prod Root CA certificate

----- BEG N CERTI FI CATE- - - - -
M | FpTCCA42gAWM BAgl UKAGat +c8TdPPOznT KkybHacq7LgwDQYJKoZI hvcNAQEL
BQAWY] ELMAk GA1UEBhMCUEWX FDASBgNVBAgMOO1herd3aWj a2l | MOBWDQYDVQQH
DAZXYXJ z YXcx ETAPBgNVBAONMCFZI ¢ mVz dHJ v MQs wCQYDVQQL DAJ EQz EMVAC GALUE



AwnDQVBINVBAXDTI x MDQxM EOMTMLN1oXDTQx MDQANz EOMTMLNL owY] ELMAK GALUE
BhMCUEwx FDASBgNVBAgMC01hen®3aW/j a2l | M@BwWDQYDVQQHDAZXYXJ z YXCc X ETAP
BgNVBAOMCFZI ¢z dHI v MQs wCQYDVQQL DAJ EQz EMVA0 GATUEAWWDQVBIM | Cl j AN
Bgkghki GOWOBAQEFAAOCAg8AM | CCgKCAgEAQBt kowl Lbrt 3w4nj 8VLP21zGn3E
5EI GboQ Br CPSBNQSr 5kBW i TexXf kqcAHoAzLr L++181 wxJgmmW 4Gr | 9ZOnlLJN
+gY/ odsr aYvYCKLu3NeWiyoHJ/ L70cyuF29qCYo7Jeq3t dDVBY6JKRFO6x9SNpr H
t gNFS+4Uy YGVTf EQ FcDXo4bopnsCDWL/ K7h9l i 7BXmH y MAADKer Al wOPB6v XVB
Rl yNp4SQEXNZ/ Xr ZGowbBi Uf +gKEOXYW J52s6uW 3NVb+I 6ndpl sA+ZBT475sSa
Gt+/ 4CyLdECCaV/ K9EuS03BD5cVSa/ 66¢XAZd7pn2x/ 51 SSt dbFNs Xw20VRH2z 1B
a6lc YEW uRvhS8D) | oAu2YrmH pG3df f QxyDOWCI NzCl JzdW el BgCKf wK1xpAXRI

OedbZFbBZeaYsR3gO0l 8f M / gZHOLG76Lcl NY4Ue A4Q45kbPdTX8mv RY+/ DCAT8hB
t JF74gPv3r Pg4j i vc9XnE44i x53MB7sBA3IwWO JI Ex3i oyPbwl W Mev65eL S8nSw
6Kt HC2Qd+7NGFQYaCSr z2M2k | wHqa0O7Rcl MDe5hz NNQRCONSEVOy EAet f e2HnsR
Uz Nf wHHUEI B41j LbY3k66KYPj 3D7 GhJHPCoXLYKX+j yDRI2t 5XvIk+6t 3dTl i z3B
KZTH LkRo/ 64nNk CAWEAAaNT MFEWHQYDVROOBBYEFK7R2y gy +7r X+ADXQALNMy35
4f 7/ MB8GALUd I wQYMBaAFK7 R2y gy +7r X+ADXQALNMy354f 7/ MASB GALUd EWEB/ wQF
MAMBAF 8WDQYJKoZI hve NAQELBQADgg! BAGYx I 0j f 6wok| D96WsedZKI GAi 84W D5
QRUCA88t 6bhwi uNKj 2/ hhOwvkW MlaspECc99BJIZPXweO0v3Cw2nJzv5ri | Y] gbA5
mx57y1 d1i FLCcKGQOWUs EE8r GKks 104y hF2CaLlpQa7 YuRXNExXWNugT9ngDvhz ZMe
ddQxZsf UGht al KsqpB1lnLARZX12Pt DwEse+Ms XcOw6i 1unj OphRIgbpgYDANRgNC
CWIhLnG7 qwBd+9QLf xy431Yr My8e82KmIC9Xcz3bzG PFhApoTEhz CORt nXEWBZ
X1ITXEgTu9hsAy/ i zr 43+ X5NaQSWHk 7PdDXCi NJJFCUX4j Wouews DK50suQ.dCed
FTD/ 5/ r | kU@B4Li MkZpf YI2EFI ZI LOWHNX41EqVdMe5edTZbQOPoNUvwi 1k WVE
JuH+g2qgpl KbUGZTsRbr N4l EU/ VEMGzr Ay BSDLI K/ 3vKuWBvbT843xXxEkxkV2K+hS
epRIr CMKSg@BSFGVpcZsb1XdMacr DKAI EAKNn1Jsvoox Qey GPAwRzHO1(20e62p50
Sf z3XA/ 41 ceVybh@wanll21A35NKMg621 f 1Dcnt nSf/ | HXf 2gT+bpO8nLwr d5f 7+
anz6GxH49L51 ynVI sqOP/ MGLH6af ALMAKNOzb/ bl SApl bTZ3g+y CF9p8Qz N+BM

T1m++Hui Ha5Q

----- END CERTI FI CATE- - - - -

Asia region

Due to on-soil regulations, Verestro has launched some of it's services on servers localized in India.
If you're using this infrastructure, use certificates listed below. If you're not sure, which certificates
to use contact your Verestro's sales representative or project manager.

Asia Beta Root CA certificate

----- BEG N CERTI FI CATE- - - - -

M | FzzCCA7egAW BAgl UXTpYRZI CP6f | QGWANuNnt bPI 89dkwDQYJKoZI hve NAQEL
BQAwd z EL MAk GA1UEBhMCUEwWx FDASBgNVBAgMC01henB3aW/j a2l | MREWDWYDVQQH
DAhXYXJzenF3YTEUVBI GALUECgWL VmVy ZXNOc nBgUOEx Cz AJ BgNVBASs MAK I UVRww
Gg YDVQQRPDBNDQVOVRVI FULRST19ERVZE QVd TVB4XDTI y MIAx ODEONMDUO OVo XDTMy
MDgy Nj EOMDUOOVowd z EL MAk GA1UEBhMCUEWX FDASBgNVBAgMC0 LhenB3awWj a2l |
MREWDWYDVQQHDAhXYXJ zenF3YTEUMBI GALUECgWL Vmvy ZXNOc nBgUOEX Cz AJ BgNV
BAs VAKk I UVRw(Gg YDVQQDDBNDQVOVRVIFULRST19ERVZE QvdTM | Cl j ANBgkghki G
9WOBAQEFAACCAg8AM | CCgKCAgEALI sGf ebab+Vhdv mHXHhyf WL6hx K72f uJvx VO
q5eJZ74U7+DVCNIU5) 7WSYGxoB1vH4j i qd9l uZkcwXFWEMhKuCYHz net KMLI 4KV
VWAR2NOt VOoRMPTAOEhf QzP4pCOGRBOGE g+ygKJ/ 0J3S7zwnzZOTVFvusePel OPKM
7r 6¢cNgg25bl 7BgoKkLc/ St 7qoc1G Xf gnuAl FW G5G +OdhdHF/ AAUTNnk84Dxj wz
JDi Cg8wYdr 8RapkhTzcuHPpdhwi2l 9yr ZInkK+Mz 1BXAKO: OTTM eoi 51 4L1 CaVN
r IXKYQ nKnexr uB1t MADMLpZnYJQ@QGzw WB4n29EJ44Kx4wd/ YvvS3da7zbj YLG
HeEd20dDyM YkJpgkJeOELGpVDi QCEoAAf pXcAnTsGd3uzl | yRf 3/ +3zRuBC82n8
XGCoz| TXevHF6GDNNt VI nTI QuenBnTMpahGVNIgR2npJ40nqoN leond N+yCAao
HKMAG5u52j T8gbeobhuE4r FM 7xvRI 4GVFCNQI8CGceb2PVAeKOW | udFEQxCus9c
jtv1JIraELI3GY6evbL1xeQVTI vpDt Ve MOBDAX) Ng6ywpXAuuYWTqQFdnB5nRELi p
BdCL/ G wX5Rv6G0L417pvo7ZsqSi OHpEI UbDor | X FOY20Gn7sFHBt ni ZBZkt 16+8
Li Dc3LECAWEAAaNT MFEWHQYDVROOBBYEFEI bbRpKRbuJ U7FDf o+JduYCuuVr MB8G
AlUdI wQYMBaAFEl bbRpKRbuJ U7 FDf o+JduYCuuVr MAS GALUd EWEB/ wQFMAVBAF 8w
DQYJKoZl hve NAQELBQADggl BAB31f f 6N2pj 9DDXuZJKf MBcLN BwnQIbkx Rt PN7Y
6El ¢S/ WI cUU50j Br 9PMI QcH XoOTwKJeu7Z7WCO0nbp YN35r 30EFQoZYw3J! el
s84o0c/ UPQ t wan/ gUukwt | sB1UPOnsvI yAS7vy+AkYVF45RI CW\Ly| GL10o/ JMpRLE/
npJn7WCWHLHgoV82ZGNi 77RviHf cew2y DoHONqy Br KEf / j gBgpqwHl 4uOH4i 6ni 4
BGgB9H 6yR/ UXhzZgab5s3f 8XvgW/ qRHLUCPSVsI | vPnRer a/ 4KcRg5YuWr Zj TQUWK
d5112pLg9p0gM VSDP1wp++MEo/ t OYC/ 140Mel g2Bi t gj | t JAKAOnT j L6ZI ozr 84
CKGTHQui cK3I MuGVegkP+ANL17zkbVr nGDKNHT/ i aJav+ss+h3t Yd56RYPHI3P10u
YgNYYGYsY3gyxnCYZi 8si U VWWYKVsk4AAx44LNVaHcaXki 6xw 2dHDkwPpz0bxj i
y4sHgt kJj al QueGBQ z6u930KZdhe6JUDQ TQVBb63A52RMDVV EXSIXIKVB3YU4M
xt Kj i U7RUcmbQevl Xl 9aCj 0eCODpGUp/ 3EzG Ggi 2b5My Xc9r Vky Zf 1Kj eZ8PWOD
AkHoSTOCDMXVRESVccPu/ t ScYngy4Vh7Vs73DEgwi qs TdSFIXZ4Ve5i 4xAxaXbx7
I XJd



Asia Prod Root CA certificate

----- BEG N CERTI FI CATE- - - - -

M | FOTCCA7ngAwW BAgl UahZ36TmJOvRnFB+t yxuG dYS/ qQAMDQYJKoZI hvc NAQEL
BQAwe DEL MAk GA1UEBhMCUEwWx FDASBgNVBAgM201henB3aW/j a2l | MREWDWYDVQQH
DAhXYXJzenF3YTEUVBI GALUECgwWL Vk VSRVNUUK 8gUOEX Cz AJ BgNVBAS VAK I UVROwW
GWYDVQQRPDBRDQVIVIRVI FULRST19QUK 9EXOFXUz Ae FwOy M EWMIgx NDVE NTI aFw0z
M A4M YxNDMz NTI aMHgx Cz AJBgNVBAYTAI BMVRQAEQ YDVQQ DAt NYXpvd2l | Y2t p
ZTERVASGALUEBWM V2Fyc3phd2ExFDASBgNVBAOMCLZFUK VTVFJI Pl FNBMJBwWCQYD
VQQLDAJJ VDEd MBs GA1 UEAWMMICQO Ff VK VSRVNUUK 9f UFJPRFIBVIMMgl i MAOGCSqG
S| b3DQEBAQUAA4|I CDwWAWgg! KAol CAQDVKex8sF2K7 XU RRgqonX+y| D3y MAYIVK DXE
E2r 0ZRR2i 0141gSHqNOZE/ EvOavCAxnznkaoqSV9i K+awnK+y2wEQZC8dVr Ci f a
H+XRbb3E6Kw| 8Va5+9TwHIepXAW699TAeEnbU9at aNxdqCdt el buz+gpl gf OWb
ur gi un/ KzqYl EL2vXNUYj r u6t r xKn49+1boOyJRQ 1r Edr 3bUFTI S+0XH3br r Kd3F
XeVakunCU/ A5n+EWNELERXXWYFc YnmoUt+swt ni7K31r su2MyjWObF+0qg9l pl1l gRG sC
hoNvneO6r Xvgxyl sgFeCPCO08kP8b2QFcCz 7t X6EpJv19e+xsB+ATBqGAMITOARW
Q@ nODdpgW vF7qnS75KxPzP264h+j 3Y8acj 7co8Il L4g6v+j Qg7dZbInBOy 6 FV\BBI

awSLz2l i KI +5d+xGvBAZ2VimM gRIXy & | f 61VAvdULNX17gnmo7WC/ KYE7RDAeuM
GOk SKEd Y6 MFWBpl hSpXOd6L40wBHHVB] J90a4Axc9i Z79g/ LnpzxY5V6BDo(0s| R
JEONgMGCKPAhh5QyGLK3Kz GPVs khy 8gJ QMWB RO3b E9 Xz 8J 1 GBFInx K+k RNK7
qJ TBO9HUOB6HLQEEHUFNMY EnDW GQEk DaJ u+5AUKUFuGej Adkr Q99JoP+Mdyl gZ
7uu8wBAuxw DAQABO 1 MWMUITAABg NVHY EFgQUMCBVXs FZWIwWCJI S6BOF 1ABi x KO28w
HWYDVROj BBgwWFOAUMCBVXs FZWWCI S6BOF 1ABI x K2 8wDwYDVROTAQH BAUWAWEB
| zANBgk ghki GOWOBAQs FAACCAgEAhj 7Dl pK4Qnd9wMIHwhi dYr npSOXSbsuw4f bF
At UROCg02LS31E4ZC0F E508FD6+1H30kWR/ 8sxWBHAS7 XXb6y Et vt bDgHNNr 9et LsT
Ut i | kVPO7pKPAKXg4XoXBSQBq3gKA8zMLAeJD6RI2v11R8eTszej adRX661 WonP/

6k/ 8qZzi 91 VKIm4| 6uzt ZTI D3Cw8! vimEwWdHPNbDv VX f | +2ks M7 oPQuoeo3X8nnkqV
8TeW f Bc3vj 80a4M3NVV+bNM r LOvgf YSxnO7e2l Oz brmSNCh GANE4ANERANMDN6V9p
/ EzTLF+l NbRL8Zaxi 1JsW 4Cl OE7n+BaVl sQypLD7t 0Oyt pgTGh52v S| +t cVuKb
UQOA] rrj TzYHAI 8bZEAf f LOXxd SUW/OOEKHFNZwWPI df 9GHQNADSI EgBOd5sawlgFF
ULnBD28nf LZj OQe5ualyPBIkpbTOj wx5SYLFXxxkXSSk5QLOBCXYEPOC3wYnk5TPn
JxJ589zj kxm f 35JKyGAJ9xN3uyi MA9Xonlgpy+JVhcz CuuPOU4ANXOB3YOUK Xf 70
BFASDENPTI9Qel Agl 6i bz8vhl unP3// wqCki i Br NdeN1Ybdd3pfi i 4+mJCUcbeSaP
bdOnilBVOOLYLDpyZ/ wews/ Nf cLJcqu4lt uu2UxAnH ahXVi swS4Lp80COI +r hvi V
j 5Unxi 0=

----- END CERTI FI CATE- - - - -
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