Transactions Flow

A transaction in the processing flow can be in different states:

Status

AUTHORIZED

CLEARED

REVERSED

Transaction processing status in Antaca system:

Status

Description

Description

transaction was successfully authorized. Resources on
Cardholder's account are blocked, and the amount is
"promised" to the merchant. At this moment none of the
resources transfer was performed.

transaction is settled successfully. Resources on
Cardholder's account gets unblocked and transferred to
Merchant's account. Block on Cardholder account becomes
charge, and "promised" amount becomes income on
Merchant's account.

transaction was withdrawn, for example as error reported
by Merchant. Block is removed and resources on the
Cardholder account stay unmoved.

None of the transfers is performed.

Example - Legacy Transaction
Notifier



SUCCESS

DECLINED

indicates that the transaction (
AUTHORIZED, CLEARED OR
REVERSED) has been successfully
processed in Antaca.

indicates that the transaction has
been declined. None of the funds are
transferred from Cardholder's
account.

The reason for the transaction
rejection (description parameter) is
listed in the documentation in the
table below:
https://developer.verestro.com/books/
card-management-system/page/your-
apis-for-us#bkmrk-external-
transaction

An example of a rejected transaction
could be insufficient funds in the
account (INSUFFICIENT_FUNDS).

{"status":"SUCCESS","date":"2023-
01-
01T06:01:39+00:00","description":"D
escription","transaction":{"id":"79¢c35
3a-1421-46ca-8d74-
c5dca67942fe","balanceld":"79c353a-
1421-46ca-8d74-
c5dca67942fe","resourceld":"79c353a
-1421-46ca-8d74-
c5dca67942fe","resource":"card","car
dld":"100","externalTransactionld":"4
78927492","referenceExternalTransac
tionld":null,"type":"POS","category":"
DEBIT","amount":300,"currency":"EUR
","originalAmount":1000,"originalCurr
ency":"POL","status":"AUTHORIZED","
description":"Description","date":"202
3-01-
01T06:01:39+00:00","referenceExter
nalTransactionDate":null,"transaction
Data":{"mcc":"5816","merchantldenti
fier":"7498274892","captureMode":"E
COM","lastFourDigits":"1000","acquire
rCountry":"POL"}}}

{"status":"DECLINED","date":"2023-
01-
01T06:01:39+00:00","description":"D
escription","transaction":{"id":"79¢35
3a-1421-46ca-8d74-
c5dca67942fe","balanceld":"79c353a-
1421-46ca-8d74-
c5dca67942fe","resourceld":"79c353a
-1421-46ca-8d74-
c5dca67942fe","resource":"card","car
dld":"100","externalTransactionld":"7
4892729","referenceExternalTransacti
onld":null,"type":"POS","category":"D
EBIT","amount":70000,"currency":"EU
R","originalAmount":70000,"originalC
urrency":"EUR","status":"AUTHORIZED
","description":"Description","date":"2
023-01-
01T06:01:39+00:00","referenceExter
nalTransactionDate":null,"transaction
Data":{"mcc":"2312","merchantldenti
fier":"000000136
","captureMode":"ECOM","lastFourDigi
ts":"1000","acquirerCountry":"POL"}}
b



INVALID indicates that the transaction can't be {"status":"INVALID","date":"2023-01-

processed. None of the funds are 01T06:01:39+00:00","description":"D
transferred from Cardholder's escription","transaction":{"id":"79¢35
account. 3a-1421-46ca-8d74-

c5dca67942fe","balanceld":"79c353a-
1421-46ca-8d74-
c5dca67942fe","resourceld":"79c353a
-1421-46ca-8d74-
c5dca67942fe","resource":"card","car
did":"100","externalTransactionld":"7
8391719","referenceExternalTransacti
onld":"783197893","type":"Adjustmen
t","category":"CREDIT","amount":800,
"currency":"EUR","originalAmount":nu
II,"originalCurrency":null,"status":"REV
ERSED","description":"Description","d
ate":"2023-01-
01T06:01:39+00:00","referenceExter
nalTransactionDate":"2023-01-
01T06:01:39+00:00","transactionData
"1}

Transaction Processing Cases

REVERSAL

Transaction reversal may occur in several cases:

e The merchant did not receive a timely response regarding the authorization status from
the payment schema or there were connection problems on the payment schema which
generated a timeout on the merchant's side.

e A timeout occurred on the merchant's side and the transaction could not be completed.

Below are examples of payloads from individual services: for (1.) Debit transaction and (2.)
Reversal that follows:

Legacy Transaction Transaction History Core External Balance
Notifier



1. Debit transaction

{"status":"SUCCESS","date":"202
3-01-
01T10:10:57+00:00","descriptio
n":"APPROVED","transaction": {"i
d":"24cbc777-de3f-42e2-b772-
7d5427dc616e","balanceld":"16b
53ddb-877c-4d6c-80c7-
2d3750f24b65","resourceld":"59
664b2b-8403-4205-a400-
92283fa95ffe","resource":"card",
"cardld":"222","externalTransacti
onld":"177482","referenceExtern
alTransactionld":null,"type":"POS
","category":"DEBIT","amount":2
233,"currency":"EUR","originalA
mount":76000,"originalCurrency"
:"THB","status":"AUTHORIZED","
description":"Description","date":
"2023-01-
01T10:10:54+00:00","referenceE
xternalTransactionDate":null,"tra
nsactionData":{"mcc":"4121","m
erchantldentifier":"12345678","c
aptureMode":"ECOM","lastFourDi
gits":"1234","acquirerCountry":"

THA"}}}

{"id":81111111,"clientTransactio
nld":"24cbc777-de3f-42e2-b772-
7d5427dc616e","amountMinor":
2233,"currency":"EUR","type":"P
URCHASE","status":"AUTHORIZE
D","timestamp":"2023-01-
01T10:10:54Z","description":"De
scription","comment":null,"userld
":111,"userExternalld":null,"cardl
d":222,"externalCardld":null,"dev
iceld":null,"externalDeviceld":nul
I,"paymentTokenld":null,"cardLas
tFourDigits":"1234","paymentTok
enLastFourDigits":null,"cardBin":
"555770","userPhone":"4811122
2333","userEmail":"example@ex
ample.com","merchantName":"D
escription","merchantPostalCode
":null,"merchantTransactionld":"
177482","transactionCountryCod
e":"THA","comboCardAccountTyp
e":null,"issuerResponselnformati
on":null,"transactionChannel":"E
COMMERCE","area":"PREPAID","i
banld":null,"devicelnstallationld":
null,"employeeGroupld":null,"iss
uerld":null,"corporationld":null,"
mcc":"4121","mccCategory":null,
"balanceld":"16b53ddb-877c-
4d6c-80c7-
2d3750f24b65","originalAmount
Minor":76000,"originalCurrency":
"THB","exchangeRate":34.05325
2272342,"balanceMinorValueAfte
rTransaction":20000,"commissio
nMinorValue":22,"clearingTimest
amp":null,"parentld":null,"ica":nu
Il,"contrahent": {"iban":null,"bic":
null,"name":"Description"},"attac
hmentStatus":"EMPTY","incorrect
AttachmentStatusReason":null,"l
abels":[],"categoriesInfo":null,"w
alletReference":null,"balanceMin
orValueBeforeTransaction":null,"i
nterchangeMinorAmount":null,"in

terchangeCurrency":null}

endpoint:
transactions/debit

{"id":"24cbc777-de3f-42e2-
b772-
7d5427dc616e","balanceld":"16b
53ddb-877c-4d6c-80c7-
2d3750f24b65","resourceld":"59
664b2b-8403-4205-a400-
92283fa95ffe","resource":"card",
"transactionld":"177482","refere
nceTransactionld":null,"type":"po
s","amount":2233,"currency":"EU
R","originalAmount":76000,"origi
nalCurrency":"THB","status":"AU
THORIZED","description":"Descri
ption","date":"2023-01-
01T10:10:54+00:00","transactio
nData":{"mcc":"4121","merchan
tidentifier":"12345678","mercha
ntName":null,"captureMode":"EC
OM","cardld":"222","lastFourDigit
s":"1234","acquirerCountry":"TH
A","mdesDigitizedWalletld":null,"
cashbackPosCurrencyCode":null,
"cashbackPosAmount":"0","lastF
ourDpan":null,"adjustmentReaso
nDescription":null,"retrievalRefer
enceNumber":"443322110088"}
}



2. Reverse transaction

Adjustments

{"status":"SUCCESS","date":"202
3-01-
01T11:50:10+00:00","descriptio
n":"APPROVED","transaction": {"i
d":"24cbc777-de3f-42e2-b772-
7d5427dc616e","balanceld":"16b
53ddb-877c-4d6c-80c7-
2d3750f24b65","resourceld":"59
664b2b-8403-4205-a400-
92283fa95ffe","resource":"card",
"cardld":"222","externalTransacti
onld":"2678823","referenceExter
nalTransactionld":"177482","typ
e":"Adjustment","category":"CRE
DIT","amount":2233,"currency":"
EUR","originalAmount":null,"origi
nalCurrency":null,"status":"REVE
RSED","description":"Description
","date":"2023-01-
01T13:43:30+00:00","referenceE
xternalTransactionDate":"2023-
01-
01T10:10:54+00:00","transactio
nData":[]}}

{"id":81111111,"clientTransactio
nld":"24cbc777-de3f-42e2-
b772-
7d5427dc616e","amountMinor":
0,"currency":"EUR","type":"PURC
HASE","status":"REVERSED","tim
estamp":"2023-01-
01T10:10:54Z","description":"De
scription”,"comment":null,"userld
":111,"userExternalld":null,"cardl
d":222,"externalCardld":null,"dev
iceld":null,"externalDeviceld":nul
|,"paymentTokenld":null,"cardLas
tFourDigits":"1234","paymentTok
enLastFourDigits":null,"cardBin":
"555770","userPhone":"4811122
2333","userEmail":"example@ex
ample.com","merchantName":"D
escription","merchantPostalCode
":null,"merchantTransactionld":"
2678823","transactionCountryCo
de":"THA","comboCardAccountTy
pe":null,"issuerResponselnformat
ion":null,"transactionChannel":"E
COMMERCE","area":"PREPAID","i
banld":null,"devicelnstallationld":
null,"employeeGroupld":null,"iss
uerld":null,"corporationld":null,"
mcc":"4121","mccCategory":null,
"balanceld":"16b53ddb-877c-
4d6c-80c7-
2d3750f24b65","originalAmount
Minor":76000,"originalCurrency":
"THB","exchangeRate":34.05325
2272342,"balanceMinorValueAfte
rTransaction":20000,"commissio
nMinorValue":22,"clearingTimest
amp":null,"parentld":null,"ica":nu
Il,"contrahent":{"iban":null,"bic":
null,"name":"Description"},"attac
hmentStatus":"EMPTY","incorrect
AttachmentStatusReason":null,"l
abels":[],"categoriesInfo":null,"w
alletReference":null,"balanceMin
orValueBeforeTransaction":null,"i
nterchangeMinorAmount":null,"in
terchangeCurrency":null}

endpoint:
transactions/force-credit
{"id":"24cbc777-de3f-42e2-
b772-
7d5427dc616e","balanceld":"16b
53ddb-877c-4d6c-80c7-
2d3750f24b65","resourceld":"59
664b2b-8403-4205-a400-
92283fa95ffe","resource":"card",
"transactionld":"2678823","refer
enceTransactionld":"177482","ty
pe":"adjustment","amount":2233
,"currency":"EUR","originalAmou
nt":null,"originalCurrency":null,"s
tatus":"REVERSED","description":
"Description","date":"2023-01-
01T13:43:304+00:00","transactio
nData":{"mcc":null,"merchantlde
ntifier":null,"merchantName":null
,"captureMode":null,"cardld":"22
2","lastFourDigits":null,"acquirer
Country":null,"mdesDigitizedWall
etld":null,"cashbackPosCurrency
Code":null,"cashbackPosAmount"
:null,"lastFourDpan":null,"adjust
mentReasonDescription":null,"ret
rievalReferenceNumber":null}}

Some transactions add funds instead of debiting accounts. Antaca reports such transactions with

type: Adjustment.



Transactions of this type can be:

adjustment transactions related to the debit transaction but reducing or increasing the final debit amount before
clearing

adjustment transactions related (or not) to the another already cleared transaction, fe refund or offline transaction.

adjustment for transactions with currency conversion - when the acquirer let know to clear transaction to the card
network, the previously determined FX added to the transaction amount is deposited into the company balance

Example of adjustment - External Transaction Notifier:

{"status":"SUCCESS","date":"2023-01-
01T06:01:39+00:00","description":"Description","transaction": {"id":"e79¢c353a-1421-46ca-8d74-
c5dcab67942fe","balanceld":"e79c353a-1421-46ca-8d74-c5dca67942fe","resourceld":"e79c353a-
1421-46ca-8d74-
c5dcab7942fe","resource":"card","cardld":"22","externalTransactionld":"928562957345","referenc
eExternalTransactionld":"7489279234","type":"Adjustment","category":"CREDIT","amount":100,"cu
rrency":"EUR","originalAmount":25000,"originalCurrency":"PLN","status":"AUTHORIZED","descriptio
n n : “**********************************************************", "da te" : "2023_01 -
01T06:01:39+00:00","referenceExternalTransactionDate":"2023-01-
01T06:01:39+00:00","transactionData":{"mcc":"9311","merchantldentifier":"7489274","captureMo
de":"ADJ","lastFourDigits":"1000"} } }
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